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The challenges of today’s  digitization in a world of digitalization: in between 

GDPR/RGDP & Cyber Attacqs
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The challenges of today’s digitilazed world: a lot of Revenue is generated in 

this world often with criminal purposes...

▪ Today both criminal activities are cooperating in order to even increase their “revenue” 

On a worldwide level, the gains of Cyber Crime are now higher than the Drugs Traffic Income
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Data are the CROWN JEWELS of today’s Economy

In the former times Crown Jewels were easy to protect, as  physical security was sufficient...

How can we protect them in the digitalized world where security needs to cover virtual, non-

defined, unknown boundaries with digital speed?
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Do you know as an instance or as an individual where your Crown Jewels Data are?

You cannot protect data if you do not know their value & where your data are...

Which DATA need to be protected?

Data which enable in correlation or in stand-

alone, the creation of valuable or dangerous 

information streams:

● valuable personal info (“valuable” can 

has several definitions) 

● Economical info

● Political & Diplomatic information

● Medical information

● Industrial patents

● Warfare Information

● Social Media

...
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Organizations are becoming aware that data can no longer be treated just as 

a tactical ingredient, but should instead be considered as a strategic asset.

The importance of a Data Protection Officer
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In which ways Cyber Crime can impact our private, social, emotional & 

professional life?

Can you rely on the instances who you are dealing with, to protect your privacy data?
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Cyber Security is all about Risk Assessment & Management even in your own 

private digitalized world

▪ Take the time to define your sensitive data, where they are & how they can be protected

▪ Be careful with information communication in your social & professional life

▪ Password Management: take the time to reflect & apply a safe policy which is manageable to 

be applied

▪ Be aware for suspicious mails: Phishing mails are nowadays sophisticated!

▪ Do not use Public (not-secured) Wifi when you need to share confidential information

▪ Give only your “consent” if useful and when trusted

▪ Look upfront for trusted partners who can assist & support you in case you would become 

a victime of a Cyber crime: Cyber Protection Insurance?

Use the opportunity the GDPR regulation is offering  you as an 

individual to assess the sources where your information is stored & 

verify  in which way they can make use of it. 

Actions @ no cost: 
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“The right to be forgotten” & the right of CONSENT

Consent is never assumed and consent can be taken back at any time.
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Sources

▪ https://www.unodc.org/unodc/en/drug-trafficking/crimjust/news/crimjust-and-global-

cybercrime-programme-explored-the-use-of-web-associated-tools-by-organized-criminal-

networks-for-the-purpose-of-illicit-drug-trafficking.html

▪ http://slideplayer.com/slide/6587712/

▪ https://www.avatu.co.uk/cyber-security-advice/cybersecurity-how-safe-are-your-crown-

jewels

▪ https://searchenginewatch.com/sew/how-to/2339110/digital-data-trends-search-social-

content-fusion

▪ https://www.liaison.com/blog/2017/06/06/ready-chief-data-officer-cdo/

▪ http://shrcc.org/get-the-facts/what-is-consent/

More information:

https://www.unodc.org/unodc/en/drug-trafficking/crimjust/news/crimjust-and-global-cybercrime-programme-explored-the-use-of-web-associated-tools-by-organized-criminal-networks-for-the-purpose-of-illicit-drug-trafficking.html
http://slideplayer.com/slide/6587712/
https://www.avatu.co.uk/cyber-security-advice/cybersecurity-how-safe-are-your-crown-jewels
https://searchenginewatch.com/sew/how-to/2339110/digital-data-trends-search-social-content-fusion
https://www.liaison.com/blog/2017/06/06/ready-chief-data-officer-cdo/
http://shrcc.org/get-the-facts/what-is-consent/
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Looking for extra information?

Consult specialized firms if you have doubts or a need for support & advise

Capgemini Belgium NV, Sogeti Business Unit

Bessenveldstraat 19-21, B-1831 Diegem

Patricia Cordonnier

Security Solution Sales

Mob + 32 496260549

patricia.cordonnier@sogeti.com

mailto:patricia.cordonnier@sogeti.com

